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[bookmark: _GoBack]STOCHASTIC ALGORITHM FOR AUTHENTICATING USERS.

The article talks about stochastic algorithm for authenticating users, authentication using a unique user ID, the date and time to start the authentication process, and a random number. The numbers that make up the user ID, date, time and a random number, are mixed using the generator of pseudorandom sequences (GOPS).The result of reshuffling is encrypted with RSA algorithm.
Lib. 7.
Introduction. 
Message authentication is the process for communicating parties to verify the authenticity of the received messages. Two important tasks of authentication are to verify that the contents of the message have not been altered, and that the message arrived from that source which informs the message [2, 6, 7]. One common authentication scheme is simple authentication that is based on the application of traditional reusable passwords with the simultaneous harmonization of their use and processing. The idea of strong authentication, implemented in cryptographic protocols is as follows. The tested (proving) party proves its identity to a relying party, demonstrating knowledge of a private, which, for example, can be distributed securely  between the authentication parties. Proof of knowledge of a private is shown by using a sequence of requests and responds using cryptographic methods and tools. In accordance with the recommendations of the standard x509 there are strict procedures for the following types of authentication [6]:
1. One-way authentication;
2. Two way authentication;
3. Three way  authentication;
One-way authentication provides information exchange in one direction only. This type of authentication allows you to:
1. Authenticate only one hand information exchange;
2. Detect violation of the integrity of information transmitted;
3. Locate the "replay attack"; 
4. Ensure that the transferred data exchanging authentication packets can take only the relying party.
Two-way authentication, compared with one-sided contains an additional reply from the checking party to the proving party, which must prove that communication with the partner, who was provided with the authentication data. Three way authentication provides additional data transfers from proof relying parties. This approach allows you to opt out of the use of timestamps in the authentication procedure. Depending on the strong authentication protocols, cryptographic algorithms can be divided into the following groups [6, 7]:
1. Strong Authentication Protocols based on symmetric encryption algorithms; 
2. Strong Authentication Protocols based on asymmetric encryption algorithms;
3. Strong Authentication Protocols based on algorithms of electronic digital signature (eds).
Formulation of the problem.  It is necessary to develop two-way authentication protocol that uses strict asymmetric encryption algorithm, unique user IDs, the date and time to start the authentication process and random numbers. The numbers that make up the user ID, date, time and a random number, must be swapped by pseudorandom sequences. The result of the reshuffle must be encrypted using the algorithm RSA using the private key of the user. The relying party can decrypt the message using the public key of the user and to carry out the inverse permutation using the generator of pseudorandom sequences with the key, discard a random number and verify the timeliness of the message authentication, as well as the unique identifier of the user.
The basic material of the study.
By standard recommendations X. 509 [6] authentication scheme is specialized based on digital signature, timestamp and random numbers. Here are the following notation:
tA, rA, rB – timestamp and random number respectively;
S(A) – signature generated by participant A;
S(B) – signature generated by participant B;
сertA – public key certificate of participant A;
сertВ– public key certificate of participant B;
If participants have authentic public keys obtained from each other, they won’t have to use the certificates; otherwise, they serve to validate open keys. 
1. One-way authentication using time stamps: 
: certA, tA, B, SA(tA, В).
After the adoption of the communication party checks the timestamp tA, the resulting identifier and, by using the public key from the certificate certA, the correctness of the digital signature SA(tA, B).
2. One-way authentication using random numbers: 
А  B:rB; А  B:certA, rA, B, SA(rA, rB, B). 
Participant B, having received a message from a participant A, convinced that he is the addressee of the message using the public key of the party and, taken from certificate certA, validates the signature SA(rA, rB, B) under number rA, received in plaintext, the number rB, which has been sent in the first message and its identifier in a signed random number rA, is used to prevent attacks from the sample.
3. Two way  authentication using random numbers:
:rB; :certA, rA, B, SA(rA, rB, B); :certB, A, SB(rA, rB, A)
This protocol processing messages 1 and 2 is the same as in the previous, and the message 3 is similar to 2.
Consider the strong authentication protocol based on asymmetric algorithms. In this case, proving the party can demonstrate knowledge of the private key in one of the following ways [6]:
1. Decrypt the request on the encrypted public key;
2. Insert your digital signature on the request.
Key pair required for authentication should not be used for other purposes (e.g., encryption) for security reasons.
As an example of a Protocol, based on the use of asymmetric encryption algorithm, you can bring the following authentication protocol:
: h(r), B, PA(r, B)                                                        (1)
: r                                                                                (2)
Participant B randomly chooses r and computes the value x=h(r) , provided that the value of x has demonstrated knowledge of r without disclosing the value of r, then it calculates    e=PA(r, B). Under PA means the asymmetric crypto algorithm (such as RSA), and h() – is a hash function. Participant B sends a message to (1) participant A. Participant A decrypts e=PA(r, B)  and retrieves the values of r1 and B1 , and also calculates the x1= h (r1). After this is done, a number of comparisons show that x1=h(r1). and that the resulting identifier B1 really points to the participant B. In case of successful comparisons participant A sends r. Having received it, participant B verifies whether it is the value, which he posted in the first message.
One of the perspective ways to improve the durability of known ciphers is to set uncertainty of information encryption [3, 4]. This idea can be realized by introducing the converted message in random data. If the encryption mechanism used in the operation or procedures that depend on the data to be converted, then the operation will change randomly. The idea of introducing elements of randomness in cryptographic procedure makes use of the general principle of cryptanalysis of block ciphers based on trying to identify the statistical properties of the encryption algorithm, for example, by identifying specific source or cryptogram. Adding random data to encrypted message enables you to specify a probabilistic (stochastic) nature of the transform operations and thus improve the computational stability of cryptosystem. 
Let IdentA – be the caller ID participant A, and IdentB – the caller ID participant B. Let DataA and DataB signify the date and time of the start of the two way strong authentication of subscribers A and B. Subscriber A produces the concatenation of its identifier IdentA, the date and time to begin the process of authentication DataA and a random number rA, using generator of pseudorandom sequences GOPS № 1 with the key k1 [1]. As a result Subscriber A generates the following message: M1=IdentA||DataA||rA. Then using the generator of pseudorandom sequences GOPS № 2 with the key k2 stochastic permutation of digits in the message   is created. The result is encrypted using the algorithm RSA and the subscriber's private key PA() and sent over the network to the subscriber B. Subscriber B knowing the certificate with thee сertA and deciphers the message received, using generator of pseudorandom sequences                   GOPS № 2 with the key k2,  performs the inverse permutation of digits in the message, random number rA is discarded. Subscriber ” checks timelines of received message authentication DataA and the identifier IdentA  of subscriber A, which is stored in the subscriber's B database. Subscriber B has the same actions for his  two-way authentication process.
Here is an example of a stochastic algorithm for authenticating users, which includes the following steps:
1. Every user to be authenticated, has a unique identifier, such as a user ID A
IdentA=938899031355956110704636874148351060887.
2. The user defines the date and time to start the authentication process, the authentication process began on 30 August in 12 o’clock, 46 minutes 35 seconds of the year 2011 DataA=30081246352011
3. The user is the concatenation of its identifier and the number that contains the date and time, as a result:
IdentA||DataA=93889903135595611070463687414835106088730081246352011.
4. A generator of pseudorandom sequences GOPS № 1 with the key k1, object generates a random number the same length as the previous number, for example: rA=74417620603860204262118261711526331467610991337021685.
5. The user A produces the concatenation of these numbers and gets the following number: M1=9388990313559561107046368741483510608873008124635201174417620603860204262118261711526331467610991337021685.
6. Next, the user A makes stochastic mixing digits of this number using GOPS № 2 with the key k2. The result is: =4608413187712757123186135911300269766223100321160361167025084463160852807511381463093416845065728340969098.
7. The user A generates large prime numbers, for example such as: p=684634791291292018671854361030071018500376734323784287126084605954928624396103 и q=2230969566781641156514373612860150572827242382955591950668225474862195232833177.
8. Then calculates the number , ofin our case: n=1527399383730773064530513117536963708209827050576294832011988133704508925883003226617673506214430857609821690633149340043487791921891951518170452469367909231 and the value of the Euler function, where Fi=1527399383730773064530513117536963708209827050576294832011988133704508925883000311013315433281255671381847800411558012424370512545654157208089635345510679952.
9. The user has two keys: the private – equal 1006028845049441358457058808107932256866541478605515850770303695374366537 and public key 1222427647365376410211918879504444558282921356467206275986159515247950218441285688937772719334328999893319349209664500363072162983553244362181497966519486409.
10. The user encrypts his  key number from the item № 6 using the algorithm RSA[7] using mod n. The result of encryption PA()=1259708422676956276108562699591786494203755389392109859711455276354484495257070531525898875656620572512719022897241779595975152008036127000953913319662309935.
11. The relying party knows the user's A public key, and decrypts it using the resulting number algorithmRSA.
12. Next, using the GOPS № 2 with the key k2, the relying party makes permutation, the inverse permutation in № 6.
13. The testing side B,  in casts a random number, check the date and time the starting of the authentication process and highlights the unique identifier of the user A as well.
14. Transcribed by the ID A of the user, and the relying party compares the ID B stored in the database if the comparison succeeds, the user is genuine.
15. The user B performs the same steps as user A, to prove its authenticity.
Cryptographic authentication of a stochastic algorithm is based on the "random" stirring digits, user ID, numbers, dates and times, as well as the generated pseudorandom digits. Additional security in this algorithm is provided via the use of encryption systems RSA. Generators of pseudorandom sequences can be used with combine generators, as a function of the complexity of the used Boolean bent functions with improved resistance to linear and differential cryptanalysis [3-4]. Evaluate this stochastic strong authentication algorithm in terms of hacking by brute or «brute force». Let there m – component tuple (m-number of digits in the message M1), where m 1 places the element a 1 ( number 0); (m) 2 places is the element a 2 (number 1),…,m 10 places is the element a 10  (number 9),
m1 + m2 + … + m10 = m
We will consider different tuples formed by rearranging the elements. As tuples formed by rearranging the same elements are the same, the number of distinct permutations is calculated as the number of permutations with repetitions

For our message authentication m1=14, m2=18, m3=9, m4=12, m5=8, m6=7, m7=14, m8=8, m9=10, m10=6, а m=106.  In this case, there are the following number of different permutations of the digits

33090934350197655703709117813924316762984217977997390737335740082168760636621339909888000000000. This number considerably exceeds the number of possible keys, American standard 115792089237316195423570985008687907853269984665640564039457584007913129639936 encryption AES.
Algoritm stochastic object authentication was implemented in a programming environment Aribasw and showed its efficiency.

Conclusions.
The proposed algorithm for stochastic user authentication differs from the existing authentication algorithms by enhancing cryptographic, uses additional stochastic mixing digits, user ID, numbers, dates and times, as well as the generated pseudorandom numbers using generators PPC combining with bent functions and function-complications and the use of an encryption algorithm RSA, this algorithm gives extra security.
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