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INCREASE OF THE CRYPTOSTRENGTH OF  ELECTRONIC DIGITAL   

SIGNATURE SCHEME  ELGAMAL WITH  COMPOSITE MODULUS 

This article deals with the questions of improving the cryptostrength of the algorithm of 

electronic digital signature (EDS) ElGamal with a composite module, based on the complexity of 

solving the factorization problem. To improve the reliability of electronic digital signature schemes 

with a composite module authors suggest using an additional parameter 'H , which is the hash 

value of the shared key users K , formed on the Diffie-Hellman parameters and signature r  and S . 

Keywords: electronic digital signature, the factorization problem, the Diffie-Hellman 
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Introduction. The application of information technologies and use of information 

communications systems in different spheres of activity of society led to peaking of a problem of 

information security from illegal access. Now the majority of the organizations transferred to 

electronic document management. For support of integrity of electronic documents and giving of 

the legal significance to them the digital signature is widely used. 

The electronic digital signature provides check of integrity of documents, establishment of the 

person who has sent the document that allows to improve procedure of preparation, delivery, the 

account and document storage, to guarantee their reliability. The sign-code signature represents 

rather small amount of the additional digital information transferred together with the signed text. In 

procedure of generation of EDS the secret key of the message sender, and in procedure of 

verification of the signature - public key of the sender is used.  

In procedures of formation and check of a digital signature is used a hashing function. Hashing 

function – it is the oblate binary submission of the main message of arbitrary length. Function of 

hashing shall possess the following properties: 

• hashing function can be applied to the document of any size; 

• output value of hashing function has the fixed size; 

• hashing function is sensitive to various changes in the text, such as insertions, swaps, etc.; 

• hashing function shall be unidirectional, that is possess property of irreversibility; 

• probability of that values of hashing functions of two different documents will match, shall be 

insignificant is small [1]. 



Wide application received the EDS scheme ElGamal with a simple module p , which, in the 

opinion of many experts, in some cases not provide the reliability required. Therefore, it is 

advisable to use a digital signature scheme ElGamal with a composite modulus [3]. 

To improve the cryptostrength of schemes EDS ElGamal with a composite module in this 

article, the authors propose to use an additional parameter 'H , which is the hash value of the shared 

key K , formed on the Diffie-Hellman algorithm [2] and the parameters of the EDS r  and S . 

Main material of research. Consider the signature algorithm with a composite module, based 

on the complexity of the solution of the factorization problem. The use of electronic digital 

signature schemes in such a system of El-Gamal, a composite modulus instead of simply due to the 

fact that a large number of these schemes do not provide resistance to attacks based on the 

computation of signatures by selecting parameter r  in form modt ur y pα= . Parameter r  sets in 

the equation signature generation unknown k , which varies with each procedure signature 

generation. This is to prevent attacks related to the attempt to calculate the private key from the 

equation of signature [3]. 

In such attacks requires knowledge of the Euler function of the module, so they can be removed 

using a composite module, such modules in the system RSA. 

A row of possible diagrams of implementation of a digital signature with the composite 

module, an one-time session key k and additional parameter 'H  is provided in the table 1.   

Table 1 – EDS options with a composite unit and an additional parameter 'H .    

№ 
Check equation 

signature 
The equation of signature Signature 

1 
modH r Sr y nα=  

1 ( , , )H h r S K=  

mod 'kH xr S q= +  

' ( , , )H h r S K=  
( , , ')r S H  

2 
modH r Sy r nα =  

1 ( , , )H h r S K=  

mod 'H xr kS q= +  

' ( , , )H h r S K=  
( , , ')r S H  

3 
modH rSr y n=  

1 ( , , )H h r S K=  

mod 'kH xrS q=  
' ( , , )H h r S K=  

( , , ')r S H  

4 

2

modH r Sr y n+
=  

1 ( , , )H h r S K=  

2 mod 'kH xr S q= +  
' ( , , )H h r S K=  

( , , ')r S H  

5 
modS r Hr nα

+
=  

1 ( , , )H h r S K=  

mod 'kS r H q= +  

' ( , , )H h r S K=  
( , , ')r S H  

Where  n  – a composite module, which is a product of  large prime numbers p  and q ;  H – 

the hash of the document; x  – the private key; y  – public key;  'q  –generated a large prime size of 

160-256 bits, which is a subgroup of large prime numbers 1p −  and 1q − ; α  – the smallest number 

such that ' mod 1q nα = ; the parameter signature  r   is given by: modkr nα=  [2] ; K  – a shared 

secret key generated by Diffie-Hellman; 'H – hash concatenation of numbers, K , r  and S ; a set 



of numbers ( , , ')r S H  is the signature of the document. A detailed discussion of the algorithm 

signature  generation and  verification  on  the example  of  scheme 1, presented in table 1. 

The owner of the private key selects two large prime numbers p  and qmultiplies them to 

obtain the module: 

n pq=                                                                    (1) 

Values of prime factors  p  and  q   are  kept  secret  or destroyed after computing the Euler 

function: 

( ) ( 1)( 1)n p qϕ = − − .                                                        (2) 

User A selects as the private key x  belonging to  the  set {1,..., ' 1}x q∈ − . To ensure the 

impossibility of calculating the private key x  on the basis of the known signature public key y  is 

used: 

modxy nα= .                                                            (3) 

For a potential intruder to generate the signature equation has two unknown sizes: x  and  k . 

Therefore, he has no opportunity is likely to compute a secret key x . Therefore, he has no 

opportunity is likely to compute a secret key x . 

When you create a electronic digital signature parameter k  must be a one-off, because the 

signature generation r  and S  to two different messages having the prerequisites for the calculation 

( )nϕ and the secret key x . With two signatures have the following system of two equations with 

the unknown x  and ( )nϕ  that the attacker can decide: 

( ) mod ( )h m xr nϕ=
                                                       

(4) 

                                                          ( ) mod ( )h m xS nϕ=                                                       (5) 

Length of number α  can be chosen rather small (less than a size of used values p  and q ), 

such that: 

                                            ' mod 1q nα =                                                              (6) 

Open information of the subscriber A are  numbers ( , , )y n α .  

From Scheme 1 by the equation of signature subscriber A is calculated parameter r :  

modkr nα= .                                                            (7) 

To improve the cryptostrength of electronic digital signature scheme with a composite module 

can also be applied the algorithm Diffie-Hellman. 

A shared secret key K  for subscribers A and B is formed as follows. Subscribers know some 

two numbers g  and  'p  that are not confidential and may be known to other interested parties ( 'p – 

a random prime number, g  – a primitive root module 'p ). In order to create, unknown to anyone 



over the secret key, both parties generate large random numbers: user A - the number a ,  the 

subscriber B – number b . Then a subscriber A calculates: 

' mod 'aA g p=                                                           (8) 

and sends it to the subscriber B, which calculates: 

' mod 'bB g p=                                                           (9) 

and transfers the subscriber A. In the second stage the first person on the basis of available  a  and 

received on the network 'B  calculates: 

' mod ' mod 'aba
B p g p= ,                                               (10) 

and the other person on the basis of available numbers b  and 'A  calculates: 

' mod ' mod 'abb
A p g p= .                                                (11) 

Thus, subscribers A and B forms the shared secret key K  as follows: 

mod 'abK g p= .                                                      (12) 

The attacker will meet almost impossible (for a reasonable time), the problem of computing 

(11) or (12) in the intercepted  mod 'ag p  and  mod 'bg p , if the numbers 'p , a  and b  selected 

large enough [4]. In practical implementations  for a  and b   are used numbers about 10
100 

and 'p  

about 10
300

. 

From scheme 1 by the equation of signature (see table 1) is calculated S :  

mod 'kH xr S q= +                                                     (13) 

To everyone's secret key K  added values of EDS and a set of numbers r  and S  and it is 

hashed. The resulting hash  'H  is optional digital signature, the use of which, according to the 

authors, enhances the cryptostrength signature  scheme ElGamal with a composite module. Signing 

the electronic document in this case is a set of values ( , , ')r S H . 

Procedure to check the authenticity of the document signed with a digital signature with a 

composite unit and an additional parameter 'H , as follows. The recipient has passed an electronic 

document with a electronic digital signature ( , , ')r S H . User B knows the value of a public key y , 

number  α   and the composite module n , as well as the generated shared secret K . 

EDS verification equation, the scheme 1 (see Table 1) is as follows: 

modH r Sr y nα=                                                         (14) 

Calculated separately the left lch  and right pch  side of the equation: 

        Hlch r= ,                                                              (15) 

                                       modr Spch y nα= .                                                      (16)  



Recipient of an electronic document shall concatenation formed previously shared secret key 

K  and the parameters r  and S : 

 M K r S=                                                             (17) 

and computes a hash 1H : 

1 ( )H h M= .                                                            (18) 

If both sides of the equation are equal and 1'H H=  validation (user B can be sure that the 

subscriber A knows the shared secret key K ), then the digital signature corresponds to the 

document, and it can be considered authentic. If the results differ, the signature forged. 

For a software implementation of modified signature schemes with a composite module, shown 

in Table 1, the selected object-oriented programming language Java programming environment and 

NetBeans IDE 7.0.1. The Java language has such advantages as multitasking, support for Internet 

protocols and multiple platforms.  

Consider the results of the signature algorithm with a composite module on the Java 

programming language in the environment NetBeans IDE 7.0.1: 

Generated a large prime numbers: 

'q  = 22309695667816411565143736 128601505728272423829555919506682254748621952 

32833177; 

p  = 321259617616556326538069800251861682487122903145605240896224468380156113 

527977489; 

q  = 580052087363226700693737139 34363914893508301956845390717373862346417076 

0536626021. 

Composite module  n  = 18634731178399553393445422055225217906696381624222908727 

3454 34830884113863348947299283825527892199622535851214871045499812712879698244 

6438468729893364472099641269. 

The secret key x  = 113997246283396811746322037688559884878090884130976558793771 

500530163739241229. 

A one-time secret key k  = 119538794158416512714221442857462353787951610960976408 

0359904593601386723946245. 

The public key y = 171107136057510798608464825498129354276928077572648069938652 

1434398459374625290418963462344146406187402873329703596929567186060177141391774 

9397035823187261054441. 

The smallest number of α , such that ' mod 1q nα
= :  

α  =43333. 



 Formed a shared secret key K  = 222158580465291381119498024721777068371068966256 

6326347086711386281817587868314. 

Electronic digital signature is a set of numbers ( , , ')r S H : 

r  = 122936264095307955240583449996249804302190558054897043801704184094030892 

82856007851446156690401547400624155608059602328905081087475429430037752035541137

4104458302; 

 S  = 131067060314510772444152177810680409183912152702019138656378929522159166 

3577705; 

 'H  = 7482654798263654681273459847382177432. 

The left side of check lch  = 10743725797184136866718230211392336317084611634004497 

18573206170945507813858566428407576845688456245331324183790912387188163541952330

0404438364991032912660258920. 

 The right side of check pch  = 107437257971841368667182302113923363170846116340044 

97185732061709455078138585664284075768456884562453313241837909123871881635419532

3300404438364991032912660258920. 

 The resulting hash value 1H = 7482654798263654681273459847382177432. 

 Transferred a hash value 'H  = 7482654798263654681273459847382177432. 

Both sides of checks are equal, therefore the electronic digital signature corresponds to an 

electronic document, and it can be considered authentic. 

Conclusions. Realized in language of object-oriented programming of Java in the environment 

of NetBeans IDE 7.0.1 algorithms of EDS with the compound module and the additional parameter 

which cryptofirmness is based on the solution of a problem of factorization, passed test for 

correctness of results of formation and digital signature check. Use of the compound module and 

additional parameter allows to construct more cryptostrength schemes of EDS in comparison with a 

case of use of the simple module that accelerates process of creation and EDS check. 
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