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Abstract 

This article discusses the possibility and validity of the use of blockchain in health care. When it 

comes to managing public health the biggest problems that have so far been encountered are data security, 

sharing and compatibility. If patient information is isolated and stored in several systems that do not allow for 

the smooth exchange of information, the population health data sets for different patient sets will be insufficient. 

Blockchain, according to the author, provides a reliable solution to this particular problem. The article discusses 

in detail the three basic principles of the blockchain: cryptography, distributed books and authentication. The 

distributed blockchain technology with such properties as immutability, reliability and decentralization, provides 

the healthcare sector with opportunities to detect fraud, reduce operating costs, smooth processes,  eliminate 

duplication of work, and apply transparency in the health ecosystem. If used correctly, the blockchain will 

improve security, data exchange, compatibility, data integrity and update, and real-time access. The author of 

this article points out the importance of using the blockchain for data security in clinical trials, which always 

require a huge amount of data sets. 

Keywords: blockchain, cryptography, distributed books, authentication, data, security. 

In the health sector, critical patient data and information remain scattered across 

different departments and systems. Because of this, important data is not available and easily 

accessible if necessary. 

The misuse of available data prevents health organizations from providing 

appropriate patient care and high-quality services to improve health. Even though these 

organizations are quite useful from an economic point of view, they cannot meet the needs of 

patients. 

Many medical institutions today still rely on outdated patient record keeping 

systems. These systems support the functionality of maintaining local patient data records. 

This can make it difficult for the doctor to diagnose, which is time-consuming and tedious for 

patients. Due to this, the cost of a patient-centered work increases significantly. 

Another time-consuming and tedious process that leads to high costs in health care is 

the exchange of medical information. Since patients have no control over their data, the 

likelihood of identity theft, financial data offenses, and spam increases every day. 



Compatibility is a huge problem in the healthcare industry [1]. Well-communicating 

systems can improve operational efficiency, reducing time spent on administrative tasks like 

manually entering data received from faxes [2]. Among the main problems, there are the 

problem of identifying patients and the problem of blocking information. 

In this regard, Blockchain is a solution for many of the problems listed here. 

Blockchain technology is one of the most important and destructive technology in 

the world. Many industries are adopting blockchain technology for innovation in their work. 

One of the sectors that are seeking to take the blockchain is the healthcare industry [3]. 

In the simplest sense, the blockchain is a series of permanent data records with 

timestamps that are managed by a cluster of computers that do not belong to any single entity. 

Each of these data blocks is protected and linked to each other using cryptographic principles. 

The reason why the blockchain has become so popular is that it does not belong to 

one person; therefore, it is decentralized [4]. Also, data is cryptographically stored inside. The 

blockchain is immutable, so no one can interfere with the data that is inside the blockchain. 

The blockchain is transparent so that you can track data. 

The work of the blockchain is based on three basic principles that have existed for a 

long time. The compiled work of these principles allows the blockchain to provide safe and 

secure digital relationships. 

• Cryptography with a private key. In cryptography with a private key, the secret key is 

used as a variable along with the encryption and decryption algorithm. The key is kept 

secret, even if the algorithm is not. In the blockchain, a link to secure digital 

identification is created, but transactions are carried out in an open network. 

• Distributed books. A distributed register, also known as a general register, is called a 

consensus of general records. In the DLT, the ledger is updated in real time, and no 

central authority is responsible for its maintenance. Instead, network members update 

the register. Any changes made to the ledgers are reflected within a few seconds. 



• Authentication. Authentication is a process that proves authenticity. In the blockchain, 

all transactions are authenticated before being added to the chain. This process takes 

place with the help of algorithms that check and verify all transactions. Once the 

information is encrypted, digitally signed and saved, the authenticity is sealed. 

Blockchain can also help create a patient information exchange market [5; 6]. Thus, 

it will be possible to stimulate the exchange of information between different institutions to 

prevent any blocking information. 

Because the blockchain is immutable and traceable, patients can easily send entries 

to anyone without fear of data corruption or tampering. 

Similarly, the medical card that was generated and added to the blockchain will be 

fully protected. 

A patient may have some control over how his medical records are used and 

transmitted by the institutes. Any party who wants to obtain medical data about a patient can 

check with the blockchain to obtain the necessary permission. 

Various medical institutions around the world conduct their research and clinical 

trials of multiple new drugs and medicines. The blockchain will help create a single global 

database to collect all this data and put it in one place. 

According to a study conducted by IBM, about 16% of health managers have 

decided on their plans to implement the blockchain solution in their work this year, while 

about 56% expect to perform the blockchain by 2020. 

Blockchain allows you to create and distribute a single common health database. 

This system will be available to all persons involved in the process, regardless of 

which electronic medical system they use. This provides a higher level of safety and 

transparency, allowing physicians to devote more time to patient care and treatment. Also, it 

will also allow for a better exchange of research statistics, which, in turn, will facilitate 

clinical trials and treatment of diseases [7] 



Participants can share and track their data and other activities taking place in the 

system without having to search for additional options to ensure integrity and security.  

In accordance with the requirements and access permissions for network participants, 

two types of block chains can be used: allowed blockchains and block chains without access 

rights, which would enable anyone to create their address and start interacting with the 

network. 

The distributed blockchain technology, with properties such as immutability, 

reliability, and decentralization, provides the healthcare sector with opportunities to detect 

fraud, reduce operating costs, smooth processes, eliminate duplication of work, and apply 

transparency in the health ecosystem [8]. 

The existing health care system and organizations work through a single central 

database. A single entity manages this database in the organization. With this approach, the 

point of failure is also reduced to a single point.  

In such cases, if a hacker or an antisocial element attacks the system, a person can 

access the entire database and put at risk both the patient and the organization [9]. 

Blockchain can be used to prevent an organization’s internal infrastructure. A large 

organization with several independent entities with different levels of access in the register of 

blockchains with encryption built into the blocks will save organizations from external threats 

and attacks.  

If a blockchain network is correctly implemented in a health organization, this will 

prevent such redemption attacks, as well as other problems, such as data corruption or 

equipment failure. 

Blockchain can also be used for data security in clinical trials. Therefore, a vast 

number of data sets are required for a clinical trial. Researchers focus on these datasets and 

conduct regular tests under various circumstances to generate reports, statistics, and 

performance ratios [10].  



Based on these reports, data is analyzed, and further decisions are made. Research 

documents can be stored as smart contracts on the blockchain, acting as digital fingerprints. 

With regard to the security of personal data, the blockchain system for managing 

patient data can create a hash for individual blocks of patient health information, and the 

collective system will be a patient identifier on a theoretical basis.  

The blockchain system will allow patients to disclose the necessary data to third 

parties while maintaining their identity in secret. Patients can also control the timing and 

access rights for exchanging data with third parties. 

As we see, the use of blockchain in health care is more than justified [11]. The only 

problem now is to force medical workers to implement blockchain systems on a larger scale. 
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